ATTACHMENT NUMBER 3

Brierfield N.S.

Brierfield N.S
School Acceptable Use Policy (AUP)

On the Use of the Internet

Introduction:

Use of the Internet by schools is in its infancy and it is growing rapidly.  On line services significantly alter the landscape for schools by opening classrooms to a broader array of resources.  In the past, teaching and library materials could be carefully chosen to be consistent with policies, curriculum, children’s needs and development levels of pupils.  Internet access, because it may lead to any publicly available site in the world, will open classrooms to information resources which have not been selected by teachers as appropriate for use by pupils.  However the school believes that the benefits available to pupils from access to information resources and increased opportunities for collaboration exceed the disadvantages.

Internet access will enable pupils to explore thousands of libraries, databases while exchanging messages with other users throughout the world.  As well as the resources available, electronic information research skills can be learned which are now fundamental to preparation for living and working in the Information Technology Age.

School’s Strategy:

The school will employ a number of strategies in order to maximize learning opportunities and reduce risks associated with the Internet.  These strategies are as follows:

General

· Pupil’s use of the Internet will only be allowed upon signed permission by their parent/guardian.  Pupil’s use of the Internet will be fourfold.

· Internet sessions will always be supervised by a teacher.

· Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to inappropriate material.

· The school will regularly monitor pupils’ Internet usage.

· Students and teachers will be provided with training in the area of Internet safety.

· Uploading and downloading of non-approved software will not be permitted.

· Virus protection software will be used and updated on a regular basis.

· The use of CD-ROMs or any personal portable memory storage in school requires a teacher’s permission.

· Students will observe good “netiquette” (i.e., etiquette on the Internet) at all times and will not undertake any actions that may bring the school into disrepute.

· The school will regularly monitor and archive pupils Internet usage by checking user files, temporary Internet files and history files.

· We will develop an Internet Safety Awareness Programme for children in the middle classes focusing on 4 main areas: -

(a) personal information (what is ok/not ok to disclose and to talk about on the net);

(b) origin of content (who puts information on the net and why they put it there);

(c) what to do if you come across something that upsets you, and very importantly;

(d) to have an enjoyable and positive experience while online.

1. World Wide Web

To make the appearance of information available through the Internet more attractive it is now possible for special pages of information to contain text, colours and pictures, sound and even video.  These pages collectively make up what is known as the World Wide Web.  Most of these pages link to other pages on the WWW, and it is possible to follow links between pages with similar or related content.  Many of these web pages contain information which is very useful in the classroom.

The benefits to the pupils are educationally vast, though due to the ever-changing nature of information on the WWW it is not possible to guarantee the online ‘safety’ of all children using the Internet.  The only way to block access to ‘offensive’ sites is to have a restricted range of pages available, in which case many of the advantages of the global and dynamic nature of the Internet may be lost.  It is possible however to greatly minimize the risks involved by educating the pupils and encouraging an acceptable use policy having a partnership between the home and school in dealing with the less savoury side of the Internet.

This will be achieved in the following ways:

·     Filtering software such as the Schools Broadband Programme will be used in order  

          to minimize the risk of exposure to inappropriate material.

· Appropriate blocking/filtering software is installed on all individual machines.

· No unsupervised access to the WWW.

· All on line activities will be monitored (History Folder).

· Downloads only allowed after permission has been obtained from the supervising teacher.

· Where possible, sites will be previewed by teachers.

· Specific instructions/tasks on the WWW rather than browsing aimlessly.

· Students will never disclose or publicise personal information.

· Students will not knowingly attempt to visit Internet sites that contain obscene, illegal, hateful or otherwise objectionable materials.

· In the event of accidentally accessing any of the above sites, the Student will immediately turn off the monitor and report the incident to the teacher or supervisor.

2. E-Mail

This is a medium for sending messages from one person to another via the Internet.  Each user has a unique e-mail address.  It will allow pupils and teachers to communicate with peers and educationalists globally.  Pupils will send and receive mail during supervised sessions.

The following guidelines will be observed:

· Students will use approved e-mail accounts under supervision by or permission from a teacher.

· Students will not send or receive material that is illegal, obscene or defamatory.

· Any encounter with information or a message that threatens, demeans or otherwise makes the child uncomfortable will be reported to the teacher immediately and no response will be sent to the message by the pupil.

· Pupils will not enter into ‘personal’ relationships on line.  It will be solely for educational purposes.

· Students will not reveal their own or other peoples details, such as addresses or telephone numbers or pictures.

· All e-mail sessions will be monitored i.e.: Sent/Deleted messages folder will be checked regularly.

3. School Website 
The school’s website will be used for publication of children’s work where it is deemed appropriate as well as general school information.

Pupils’ projects, artwork and writing as well as photographs of tours, sports and special events in the school may be published also and will be co-ordinated by a teacher.

· All work will be published in an educational context.

· Particular care will be taken where photographs of pupils are being used on the website:

(i) Parental approval will be sought for small group photos on pupil enrolment form.
(ii) No individual photographs, without parental permission
(iii) Personal pupil’s information(e.g. name, address) will not be not be used on the school website or Facebook page. 

· Pupils will continue to own the copyright on any work published.

4. Facebook Page 
Rationale:-

Social Media or having an online presence can be extremely useful for schools, not only for connecting with parents, but also for connecting with the local community, past pupils and for keeping in touch with relatives or family who are not living in the area.
A school website is an essential part of this, but internet users must visit the website specifically and on a regular basis to receive information.   By having a Facebook page on the other hand, all information is fed directly into the news feed of our ‘friends’ e.g parents, local community etc.
Aims:-

· To enhance our communication network with Facebook. We will also continue to use Text-a-parent, paper notes, etc.

· To advertise the school itself and increase awareness about the school.

· To facilitate communication and networking opportunities between parents, especially new and prospective parents.

· To publicize school and fundraising events e.g. Christmas show, Sports Day, Cake sales etc.

· To use Facebook as a means of contact with past pupils and past parents. 

· To announce any new information relating to the school.

· To highlight school achievements in a forum where they can be shared by the school community.

· To communicate with parents, wider school community various aspects of school life through possible photos of school tours, pupils projects, notice boards, extra curricular activities etc. 
Terms and conditions:-

· The school Facebook page will be updated by school staff only.
· Users should not post anything on the page that may be deemed offensive – anything that is deemed harmful or inappropriate will be removed immediately.

· Users cannot tag or post photographs of children on the page.

· Users should not add comments that could lead to identification of children (e.g. Naming a child in the comments section).
· Users should not engage in giving negative feedback on Facebook.

· Users will not mention individual staff members in a negative light on the school page.

· Users should not advertise products or services on our School Facebook page.

· Parents are reminded that children under 13yrs of age should not have a Facebook account as per Facebook guidelines.
The sanction for breaking any of the above terms and conditions is automatic and immediate removal from our Facebook page.

5.      Internet Chat    

· Students will only have access to chat rooms, discussion forums or other electronic communication forums that have been approved by the school.

· Chat rooms, discussion forums and other electronic communication forums will only be used for educational purposes and will always be supervised.

· Usernames will be used to avoid disclosure of identity.

· Face-to-face meetings with someone organised via Internet chat will be forbidden.

Sanctions:

Misuse of the Internet may result in disciplinary action, including written warnings, withdrawal of access privileges and, in extreme cases, suspension or expulsion.  The school also reserves the right to report any illegal activities to the appropriate authorities.

This Policy Document was drawn up by the Principal and Staff during a School Development Planning Day in June 2004 and sanctioned by the Board of Management in September 2004.  Parents are encouraged to read the policy and to adapt a similar policy for Internet use at home.

Reviewed by the Teachers May 2018.
Ratified by the Board of Management in June 2018.

Dear Parent/Guardian,

Re:  Internet Permission Form

As part of the school’s education programme we offer pupils supervised access to the Internet.  This allows students access to a large array of online educational resources that we believe can greatly enhance students’ learning experience.

However, access to and use of the Internet requires responsibility on the part of the user and the school.  These responsibilities are outlined in the school’s Acceptable Use Policy (enclosed).  It is important that this enclosed document is read carefully, signed by a parent or guardian and returned to the school.

Although the school takes active steps to promote safe use of the Internet, it recognises the possibility that students may accidentally or deliberately access inappropriate or objectionable material. The possibility of this happening will be very remote with the installation of a centralised monitoring system to every school from December 2005.

The school respects each family’s right to decide whether or not to allow their children access to the Internet as defined by the school’s Acceptable Use Policy.

Having read the terms of our school’s Acceptable Use Policy, you may like to take a moment to consider how the Internet is used in your own home, and see if there is any way you could make it safer for your own family.

Yours sincerely,

Please review the attached school Internet Acceptable Use Policy, sign and return this permission form to the Principal.
School Name: 
__________________________________
Name of Pupil: _________________________________
Class/Year: ____________________________________
Pupil

I agree to follow the school’s Acceptable Use Policy on the use of the Internet. I will use the Internet in a responsible way and obey all the rules explained to me by the school.

Pupils Signature _____________________________   Date:________________

Parent/Guardian

As the parent or legal guardian of the above pupil, I have read the Acceptable Use Policy and grant permission for my son or daughter in my care to access the Internet. I understand that Internet Access is intended for educational purposes. I also understand that every reasonable precaution has been taken by the school to provide for online safety but the school cannot be held responsible if pupils access unsuitable websites.


I accept the above paragraph           I do not accept the above paragraph  

(Please tick as appropriate)
In relation to the school website and school Facebook page, I accept that, if the school considers it appropriate, my child’s schoolwork and or images of my child(not individual) may be chosen for inclusion on the website and /or Facebook. I understand and accept the terms of the Acceptable Use Policy relating to our school website and/or Facebook page.

I accept the above paragraph           I do not accept the above paragraph         

(Please tick as appropriate)
Signature: _______________________________         Date __________________

Address: ________________________________         Telephone _________________

 _______________________________________
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